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/Understanding%20Quantum%20Cryptography_White%20Paper.pdf
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Challenge: 
sharing the key

“key distribution problem”

https://marketing.idquantique.com/acton/attachment/11868/f-020d/1/-/-/-/-/Understanding%20Quantum%20Cryptography_White%20Paper.pdf


Key Distribution

➢

➢

•

•

•

•

24/02/2022 Quantum Cryptography 3

https://en.wikipedia.org/wiki/Alice_and_Bob#/media/Fi
le:Asymmetric_cryptography_-_step_2.svg

https://en.wikipedia.org/wiki/Alice_and_Bob#/media/File:Asymmetric_cryptography_-_step_2.svg
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RSA public-key system
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https://en.wikipedia.org/wiki/RSA_(cryptosystem)


Quantum Cryptography 
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https://ifunny.co/picture/when-you-re-a-quantum-
particle-in-a-state-of-9yRdSnNv8

https://ifunny.co/picture/when-you-re-a-quantum-particle-in-a-state-of-9yRdSnNv8
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Quantum Communications
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What if I detect the 
photon, register the 

value of the bit it carries 
and prepare a new 

photon according to the 
obtained result to send 

it to Alice?

ERRORS



Quantum Key Distribution Protocols
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https://marketing.idquantique.com/acton/attachment/11868/f-020d/1/-/-/-/-
/Understanding%20Quantum%20Cryptography_White%20Paper.pdf

https://marketing.idquantique.com/acton/attachment/11868/f-020d/1/-/-/-/-/Understanding%20Quantum%20Cryptography_White%20Paper.pdf
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For each bit, the 
emitter sends a 
photon whose 
polarization is 

randomly selected. 
He records the 

orientations in a list.

https://marketing.idquantique.com/acton/attachment/11868/f-020d/1/-/-/-/-
/Understanding%20Quantum%20Cryptography_White%20Paper.pdf

For each incoming 
photon, the receiver 

randomly chooses the 
orientation of a filter. 

She records these 
orientations, as well 

as the outcome of the 
detections.

QUANTUM 
CHANNEL

https://marketing.idquantique.com/acton/attachment/11868/f-020d/1/-/-/-/-/Understanding%20Quantum%20Cryptography_White%20Paper.pdf
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Key Distillation
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1. Correcting all the errors in 
the key using a classical error 
correction protocol. This step 

also allows to precisely 
estimate the actual error rate.

2. Compressing the key by 
an appropriate factor to 

reduce the information of 
the eavesdropper (privacy 

amplification).

https://marketing.idquantique.com/acton/attachment/11868/f-020d/1/-/-/-/-
/Understanding%20Quantum%20Cryptography_White%20Paper.pdf

https://marketing.idquantique.com/acton/attachment/11868/f-020d/1/-/-/-/-/Understanding%20Quantum%20Cryptography_White%20Paper.pdf


Rudimentary Privacy Amplification Protocol
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https://docs.cpanel.net/knowledge-
base/general-systems-
administration/man-in-the-middle-
attacks/

https://docs.cpanel.net/knowledge-base/general-systems-administration/man-in-the-middle-attacks/
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Real World Quantum Key Distribution
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Key exchange rate
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https://marketing.idquantique.com/acton/attachment/11868/f-020d/1/-/-/-/-
/Understanding%20Quantum%20Cryptography_White%20Paper.pdf

https://marketing.idquantique.com/acton/attachment/11868/f-020d/1/-/-/-/-/Understanding%20Quantum%20Cryptography_White%20Paper.pdf
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https://www.nature.com/articles/s41586-020-03093-8

https://www.nature.com/articles/s41586-020-03093-8


Perspectives for Future Developments
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Conclusion
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https://medium.com/@sundeep985/a-peek-into-
quantum-computing-vs-cryptography-68a07d380054

https://medium.com/@sundeep985/a-peek-into-quantum-computing-vs-cryptography-68a07d380054
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